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Abstract

Recently, information-hiding techniques have become important due to the widespread use of multimedia and the Internet.
Actually, information hiding falls into two large categories: steganography, which is the art and science of secure communication,
and watermarking, which is used to protect copyright and data ownership. Audio has some unique features that have motivated
many researchers and developers to use it as an information-hiding medium. The audio, referred to as cover audio, is used to
conceal a secret message, making it unnoticeable to the observer due to steganography techniques. This paper reviews audio
steganography techniques and classifies them scientifically. The strengths and limitations of each steganography technique are
presented in this work, moreover, it shows how the researchers treat the weaknesses of each method. The paper highlights an
audio steganography emerging challenges such as advanced hiding methods and real-time steganography systems which have
special constraints discussed in this paper. Audio steganography can utilize cover audio in various domains, which we have
compared in our work, along with a comparison of steganography techniques. Subjective and objective quality measurements of

audio steganography are depicted in this paper
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I. INTRODUCTION

Data protection guarantees the confidentiality, integrity,
and accessibility of information while concurrently shield-
ing it from unauthorized access, corruption, theft, or loss.
Information hiding represents a data security approach that
extends beyond cryptographic methods. This technique can
be categorized into two primary types: watermarking and
steganography [1]. Watermarking serves to safeguard the
copyright and ownership rights of the data [2]. In contrast,
steganography is employed to maintain the confidentiality and
integrity of the information [3]. Today, it plays a crucial role
in data protection in modern society, where multimedia and
the Internet are widely used. Even though the cryptographic
system includes a variety of invulnerable algorithms to keep
the data confidential, it faces suspicion. The suspicion of the
intruders might again lead them to steal the encryption key
through different ways, which might involve a social engi-
neering [4], or threatened blackmail. The primary objective of
steganography is to eliminate any suspicion among observers
regarding the presence of a concealed message [5]. Many
systems combine steganography with cryptography to enhance
security and performance by first encrypting the secret data
and then concealing the encrypted text using steganography
[6]. A steganography system can use different mediums such
as text, images, audio, video, and other formats for hiding the
secret message. Audio is considered to be a potent medium to
hide secret messages due to its high redundancy and high data
transmission rates [7]. Audio faces an added challenge due
to the extraordinary features of the human auditory system.
HAS system has a wide dynamic frequency range and it is
ultra sensitive [7], [8]. Figure (1) illustrates the block diagram
of the audio steganography system. The sender and receiver
have already agreed on key information such as embedding
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and extraction techniques, stego-key. The secret message may
be text, image, video, or audio. The secret key works as tool
used with the algorithm to conceal the data [9]. The embedding
method is employed to embed the secret message in the cover
audio using the stego-key. The generated stego-audio contains
both the cover audio and the hidden secret message, which
is transmitted over an unsecured channel to the receiver. The
receiver extracts the hidden secret message from the generated
stego-audio using the extraction technique based on the stego-
key.

The performance of audio steganography is evaluated based
on three parameters: capacity, transparency, and robustness
[10] as illustrated in Figure(2), the Steganography triangle
portrays the trade-offs between these parameters, an efficient
steganographic system should aim to minimize these trade-
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offs. Neglecting any feature entirely could result in an un-
balanced and impractical audio steganography method [11].
Capacity is the size ratio of the secret file to the cover file and
is calculated as a percentage. The quantity of bits conveyed
per time unit can signify capacity and is quantified in bits
per second (bps) [1]. Transparency refers to the extent of
resemblance and discrepancies between the original audio and
the stego-audio [12], which is evaluated through audio quality
metrics as discussed in section 6. Conversely, robustness
denotes the resilience of stego-audio in the face of both
intentional and credential attacks, as well as its ability to
recover secret messages with minimal error. The ethical test
attacks on stego-audio and stego-analysis act as pointers to
robustness. In watermarking applications, the parameter of
importance is robustness whereas for steganography applica-
tions, transparency and hiding capacity are more important
[13], [14].

Although numerous review papers on audio steganography
have been published, many suffer from significant limitations.
Most notably, they often overlook the specific weaknesses
of individual techniques and fail to discuss how researchers
have addressed these challenges. This lack of critical analysis
hinders a deeper understanding of the practical limitations of
each method and the effectiveness of the proposed solutions.
* These gaps underscore the need for a more detailed, deep-
looking analytical review—one that not only categorizes exist-
ing approaches but also rigorously examines their limitations
and the strategies devised to overcome them.

A. Our contributions

Most review papers on audio steganography primarily focus
on techniques for hiding secret data. In contrast, our work
aims to provide a comprehensive overview of all aspects of
audio steganography, The main contributions are summarized
as follows.

1) This paper presents a comprehensive review of audio
steganography techniques, highlighting techniques and
their strengths and weaknesses.

Unlike prior studies, our work systematically identi-
fies the shortcomings of each technique and critically
analyzes the strategies researchers have employed to
overcome them.

2)

29

3) Emerging challenges in steganography, such as advanced
hiding techniques and real-time implementation, are
presented in this paper.

4) We conduct a comparison of different audio steganogra-
phy domains and techniques, emphasizing the strengths
and weaknesses of each method.

5) Additionally, this paper evaluates both subjective and
objective audio quality metrics.

B. Organization

We have structured the paper as follows: Section 2 presents
an overview of related surveys and identifies existing re-
search gaps. Section 3 classifies various audio steganography
techniques. Sections 4 and 5 explore emerging challenges in
audio steganography and provide a comparative analysis of the
techniques, respectively. Section 6 discusses both objective and
subjective audio quality metrics, and the paper concludes with
Section 7.

II. RELATED SURVEYS AND RESEARCH GAPS

The foundational work by Bender et al. [7] introduced
key concepts in data hiding, including spatial and transform-
domain techniques, but lacked quantitative metrics and secu-
rity analysis. Later surveys sought to fill this gap but still fall
short in examining vulnerabilities and mitigation strategies.

Dutta et al. [6] offer a broad classification of classical audio
steganography methods (LSB, echo, phase, spread spectrum),
comparing them using SNR and payload metrics. However,
they do not link specific design choices to security weaknesses
or discuss countermeasures. Alyousuf et al. [9] compare
spatial and transform-domain methods qualitatively, but their
review lacks metric standardization and robustness evaluation.

Rakhra et al [5] examine hybrid steganography-
cryptography techniques across multiple media. Their broad
scope results in limited audio-focused insights and no unified
evaluation. Duarte et al. [4] focus on social engineering
in steganography contexts, contributing a sociotechnical
perspective, yet offering no technical analysis of audio-based
vulnerabilities.

Driss et al. [16] present a comprehensive survey of
steganography in the context of IoT systems. While it covers
both classical and modern approaches across multiple media,
its treatment of audio techniques is limited. It also lacks
detailed vulnerability analysis and discussion of mitigation
trends.

These studies collectively reveal persistent gaps: (G1) lack
of weakness-centered evaluation, (G2) absence of metric stan-
dardization across classical and hybrid methods, and (G3)
limited tracking of how recent works address prior limitations.
Our survey closes these gaps by (i) mapping vulnerabilities
to design elements, (ii) unifying evaluation criteria, and (iii)
tracing mitigation strategies chronologically.

Taken together, these surveys expose three recurring gaps:
(G1) absence of a weakness-centric evaluation framework,
(G2) lack of metric uniformity spanning classical and hy-
brid (crypto-assisted) methods, and (G3) limited tracking of
how newer studies remediate earlier weaknesses. The present
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TABLE I: Comparison of representative audio-steganography surveys

Survey Year Techniques covered Metrics analysed Stated limitations Gaps our work ad-
dresses
Bender et al. [7] 1995 Spatial & transform funda- | None (conceptual) No quantitative eval.; no | Gl1, G2
mentals security view
Djebbar et al. [15] 2012 LSB, phase, echo, trans- | Capacity, robustness | Outdated; no DL methods; Gl1, G2
form (qual.) limited metrics
Dutta et al. [6] 2020 LSB, phase, echo, spread- | Capacity, SNR No attack analysis; no mit- | G1, G3
spectrum igation tracking
Alyousuf et al. [9] 2020 Spatial vs. transform meth- | Qualitative only Lacks unified metrics; lim- | G2, G3
ods ited robustness study
Rakhra et al. [5] 2021 Steganography + cryptog- | None Audio treatment shallow; | G1, G2
raphy (multi-media) no cross-metric study
Duarte et al. [4] 2021 Social-engineering attack | None Non-technical; no method- | Gl
vectors level discussion
Reyers [10] 2023 Tool-focused comparison | Capacity, SNR, BER Small public datasets; tool- | G1, G2
(LSB, transform, DL) centric; no attack study
Driss et al. [16] 2025 IoT stego (multi-media | Security, scalability (qual.) | Audio coverage brief; no | G1, G3
incl. audio) weakness mapping
survey closes these gaps by (i) mapping design decisions to
known attack surfaces, (ii) standardising evaluation metrics Original Audio Secret Message Stego-Audio
and datasets, and (iii) chronologically tracing mitigation strate- LsBlVector
gies to reveal research trajectories.
. . 0110001 0 01100010
In summary, while previous surveys have offered founda-
tional classifications and broad overviews of audio steganog- VILwEe L ! pideiena
raphy, they often lack a critical, vulnerability-focused per- 01011010 0 01011010
spective. Table(I) presents a comparative analysis of related 000004 alk Q 044004410
works, highlighting the limitations of each method. These .
recurring shortcomings reveal three key research gaps—(G1), R prontott
(G2), and (G3)—which this survey addresses by mapping 01101011 0 01101010
vulnerabilities to design decisions, standardizing evaluation 0110110t 0 01101100
metrlc's, and tracing mitigation efforts over time to clarify the 000000 ak 0 0000000
evolution of the field.
01010010 0 01010010
III. CLASSIFICATION U3d000aL ' basouuad
Audio steganography techniques can be categorized into 010010110 ! 01001011
four primary domains: spatial, transform, frequency, and 01101011 0 01101010
code?. Eaf:h doxpam encompasses unique methods for em- 110111t . 01101111
bedding hidden information, offering specific advantages and
. . . . 01100110 0 01100110
limitations. This classification serves as a guide to select the
most suitable technique, based on the requirements of the R ‘ groeooto
particular information-hiding application, such as robustness, yasuouar ! badoooas
capacity, or imperceptibility.
Fig. 3: Classic LSB.

A. Spatial domain

1) Least Significant Bit (LSB): The LSB process involves
replacing the least significant bit in each byte of the digitized
cover audio with the corresponding bit from the secret message
as shown in Figure 3. Classic LSB technique is inaudible,
simple, fast, and easy to implement [17], but easy to detect by
statistical analysis [15] making it less Robust against attacks.
To improve confidentiality, LSB can be enhanced by avoiding
sequential modification of each byte in the digitized cover
audio. Instead, a random hopping key can be used to determine
where the secret message bits will be embedded [18][19].
Multi-level LSBs and error-correcting codes increase cover
audio payload and robustness respectively [20][21] [22].The
Hybrid LSB technique, combined with encryption or algo-
rithms such as chaotic maps, offers an efficient and secure
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approach to steganography.[23][24]. Dynamic and adaptive
LSB methods are used to balance the performance of the audio
steganography parameters [25][22][26].

2) Parity Coding: Parity coding involves modifying the
parity of specific sets of bits within the audio signal to
embed secret information. Parity coding is an improvement
of the LSB technique, which operates on a group of samples
instead of individual samples. The cover audio is divided into
segments, each containing a predefined number of samples as
shown in Figure 22. Calculate the parity for each segment
and each bit of the secret message is embedded by adjusting
the parity of the segment (evenness or oddness). If the current
parity matches the bit to be embedded, no change is necessary.
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Otherwise, the least significant bit of single sample in the
segment is flipped to change the parity. Parity coding enhances
robustness and transparency using random position hiding as
shown in [27] , but its data hiding capacity is lower than that of
classic LSB. As a result, it is commonly used in watermarking
[22] and data integrity applications, but is rarely applied in
audio steganography [28].

3) Echo hiding: Echo hiding leverages the relatively small
differential range limitation of the Human Auditory System
(HAS) [8], which means HAS cannot perceive absolute phases
affected by common environmental distortions. It embeds
digital identification tags into an audio signal with minimal no-
ticeable degradation to the original signal [29]. Echo hiding is
an improvement over adding random noise to audio, which can
destroy hidden data during lossy compression. It is inaudible
and robust against compression and filtering, making it well-
suited for watermarking and steganography. Figure(4) illustrate
echo hiding and Figure(5) illustrates its adjustable parameters
[29]. There are two key thresholds: the audible threshold and
the HAS’s discriminatory ability. The echo amplitude and
decay rate must remain below the audible threshold, while
the offset and delta must meet the second threshold. A main
drawback of echo hiding is low payload capacity, which can
be addressed using quantum reversible circuits [30], due to
their capability to handle more complex transformations while
maintaining reversibility.

B. Transform domain

1) Discrete Cosine Transform (DCT): (DCT) is a spectral
transformation based on the cosine function and shares several
properties with the Discrete Fourier Transform (DFT), includ-
ing de-correlation, energy compaction, separability, symmetry,
and orthogonality [31]. It is widely used in various multimedia
applications, particularly in compression and watermarking,
due to its ability to concentrate most of the information into a
small number of coefficients. The audio signal z[n] is trans-
formed using DCT transformation as shown in Equation(1).
The inverse of DCT (IDCT) generate stego-audio X [k] wich is
calculate by add hidden secret data A[k] to the DCT transform
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as shown in Equation(2). DCT-based methods is often embed-
ded by altering the least significant bits (LSB) of the DCT
coefficients [32], [33] or through coefficient comparison within
the DCT domain [34]. DCT is applied to the voiced parts of
the speech signal, making it highly imperceptible and robust
by modifying the DCT magnitude to hide secret data [35],
[36]. DCT can introduce artifact problems [37], which can be
mitigated through adaptive embedding by selecting frequency
components that are less sensitive to human perception.

ﬂ@%%ﬁﬂﬂm%;<n+bk} (1)

n=0
where
. ~ ifk=0,
k =
,/% if k0.
X[k] = X[k] + A[K] 2)
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2) Discrete Wavelet Transform (DWT): (DWT) is one of the
most powerful transform techniques provides a time-frequency
representation of the signal simultaneously, making it partic-
ularly effective for steganography. Equation(3) illustrate the
DWT coefficient which is modifying to hide secret data and
then re-scaled to produce stego-audio. The receiver applies the
inverse DWT (IDWT) to extract the hidden data.[38] presents
an audio steganography method based on sample comparison
in the DWT domain. Selected coefficients of a segment are
compared with predetermined threshold values to achieve a
high payload capacity. Further advancements in stego-audio
capacity are explored in [39], which combines LSB techniques
with direct message replacement. Their approach aims to
hide secret data while achieving an average hiding capacity
across various music and speech signals, all while maintaining
suitable quality. The DWT technique addresses the trade-off
between imperceptibility and robustness, as discussed in [40],
using a quantization-based optimization model. The study aims
to maximize the signal-to-noise ratio (SNR) and reduce the bit
error rate (BER) by optimizing DWT coefficients and scaling
factors.

2(t) =D ) Wikdin(t) + > Disthk(t)  (3)
ik 7k

where W; ;. are the approximation coefficients, D, are the
detail coefficients, and ¢; 1, () and t; 1 () are the scaling and
wavelet functions.

C. Frequency domain

1) Phase Coding: Phase coding is utilized to embed secret
data in the phase spectrum of the cover audio. Phase coding ex-
ploits HAS insensitivity to the relative phase of different spec-
tral components [15]. Short-Time Fourier Transform (STFT)
can be used to modify certain components of cover audio.
Equation (4,5) describe the signal representation of audio using
STFT and the embedding process respectively. Adjusting the
phase of cover audio segment ® to 0 or m implicitly hides
0 or 1 as shown in Figure(5). Phase coding is robust against
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noise, interference, and vulnerable to compression but has a
low payload. Multi-phase angles (0,7/2,7,37/2) can increase
capacity using four different phase angles leading to hiding
two bits in the audio segment known as Quadrature Phase Shift
Keying (QPSK). Also, the Adaptive Multi-Level Phase Coding
(AMPC) method with balanced performance can maximize
capacity while maintaining imperceptibility[41], [42].

X(t, f) = |X (¢, f)|e?*tD) (4)

Where X (¢, f) is the STFT of the audio signal at time ¢
and frequency f, X (¢, f) is the magnitude of the signal in
the frequency domain, and ¢(¢, f) is the phase of the signal.
After embedding the message:

X(t, f) = |X(t, f)|ed@@N+As(EN) )

where X (¢, f)is the phase-modified STFT after embedding the
secret message, and A¢(t, f) is the phase shift used to encode
the secret message.

2) Tone Insertion: The tone insertion technique injects
tone with weak power and masks it with a louder sound,
either simultaneously or in a temporal manner. The injected
frequency must reside within the critical band of the louder
Sounds to become inaudible. The tone insertion is powered to
hide data imperceptibly with high robustness based on HAS
limitation of masking weaker sound [8]. The tone insertion
technique can use two frequencies, FO and F1, with alternating
tone intensity levels (0.025 of P) and (0.0025 of P) where P is
the cover segment power as shown in Figure(6). This technique
is inaudible to HAS and robust against noisy and cropped
conditions [43], [44] but has low capacity. Studies treated
the low capacity limitation of the tone insertion by increasing
either inserted tone or power levels[39] [45]. Inserting eight
tones into the audio segment to hide four bits may increase
distortion and be audible. carefully choose the frequencies of
the inserted tone to avoid collision with existing frequencies
which may increase the error bit.

3) Spread Spectrum (SS): Spread Spectrum (SS) audio
steganography is a sophisticated technique that embeds secret
information by dispersing it across a wide frequency range,
making it less detectable and resistant to interference. It takes
advantage of HAS limitations by masking a weaker sound
that contains secret data. A masking threshold is calculated
using a psycho-acoustic model to determine how much secret
information can be embedded in an audio signal without being
perceptible to the human ear [46]. Frequency Hopping Spread
Spectrum (FHSS) and Direct Sequence Spread Spectrum
(DSSS) are used in the Spread Spectrum technique in analog
and digital signals respectively. FHSS uses hopping to spread
secure data across different frequencies while DSSS combines
data signals directly with higher bit rate sequences. Spread
Spectrum can use deep learning to get optimal spectrum
for hiding secret data [47] and can integrated with other
techniques and theories [48], [49].

D. Codec domain

Coder-decoder (codec) domain or compression domain con-
verts voice signals into digital data packets for transmission
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and then decoding it at the destination to reduce bandwidth and
latency. The Codec domain ensures the robustness of hidden
data and leverages the HAS perceptual characteristics. It’s
compatible with Streaming and Telecommunication Systems
such as Skype, WhatsApp, and Google Talk [50]. Codec
domain steganography utilized before audio codec (Pre-Codec)
[51] or after the audio has been coded (Post-Codec) [52]. Pre-
codec has a higher capacity compared with post-codec which
is more suitable for real-time streaming systems. Lossy speech
codec methods such as G.729 and G.723.1 are widely adopted
in steganography [53], [54], [S51]. LPC (Linear Predictive
Coding) [55] and CELP (Code-Excited Linear Prediction)
[56] are speech Coders standards, which are official NATO
standards that are widely used in voice and speech processing
[57]. Deep learning expands the codec domain with Speech
Recognition to generate a steganography System based on an
audio adversarial model [58].

IV. STEGANOGRAPHY EMERGING CHALLENGES

There are specific areas that focus on the critical obstacles
and challenges currently facing the field of steganography,
which significantly impact the design and performance of
steganographic systems. This section addresses the challenges
of audio steganography, including advanced hiding meth-
ods, real-time implementation, differences between music and
speech in steganography, stego-analysis techniques, and the
application requirements of steganographic systems.

A. Advanced Methods

Traditional steganography techniques focus on resolving
isolated issues within steganography and need expert knowl-
edge of the embedding process [59], while advanced meth-
ods offer a comprehensive approach that enhances multiple
elements simultaneously without adverse effects. Advanced
methods such as fractal coding, Genetic algorithm, and
machine learning are used to improve all key factors of
the steganography system. fractal coding technique was
introduced by Benoit Mandelbrot in 1977 [60] as a lossy
compression and started to gain attention in the field of
audio steganography with efficient applications [1], [61]. Ge-
netic Algorithm (GA) optimize audio steganography system
through either determining the optimum position to hide
data [62], [63], or determining the optimum cover audio for
steganography [64]. Deep learning provides tools that enhance
the primary parameters of steganographic systems besides
adaptability. Generative Adversarial Networks (GANs) [65],
[66], Conventional Neural Networks (CNNs) [67], [68], and
Recurrent Neural Networks (RNNs)[69], [70]

B. Real-Time Steganography

Real-time increases security in steganographic systems due
to the processing time constraint by eavesdroppers and the
hidden secret data may be invalid. A combination of Audio
steganography with network steganography achieves a higher
capacity and good robustness [71], which can be named Audio
Stream or real-time Steganography. Real-time steganography
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systems have additional perimeters such as latency, data loss,
and unordered receiving data. Therefore, these systems have
limited time for embedding data, requiring faster, simpler, and
synchronized methods [72]. Real-time steganography systems
can utilize Radio Frequency (RF) communication systems or
Voice Over Internet Protocol (VOIP) which can be classified
based on storage, time, or hybrid [71] as shown in Figure
(8). Real-time steganography systems based on modifying the
VOIP packages are adopted [73], [74], while other steganogra-
phy systems Intentionally delay the packets which are hiding
secret data based on LACK (Lost Audio Packets Stegano-
graphic Method) [75], [76]

C. Speech and music

Speech and Music possess unique strengths and characteris-
tics that enhance the data-hiding process shown in TABLE(I).
Consequently, a steganography algorithm designed for speech
may not be suitable for music, and vice versa. Music range
of 20 Hz to 20,000 Hz (20 kHz) which is the HAS frequency
range. Speech typically falls within the human vocal frequency
range, spanning from 300 to 3400 Hz used for standard
telephone systems according to ITU-T-Rec p.861 [77]. The
fundamental speech frequencies typically range from 120 Hz
for men to 210 Hz for women [78] which is conducted based
on standard deviation analysis of speech across various sex
and languages. Music often contains redundant information
due to structured temporal patterns and harmonies containing
repetitive themes or motifs. Many intervals and unvoiced
frames in speech inspire researchers to increase the capacity
of hidden data [35], [79], but using intervals may lead to
incorrect data extraction. The capacity and security of speech
steganography can be treated using two security levels based
on Counterlet Transform (CT) and dufling oscillator [80].

D. Stego-analysis

Steganography seeks to hide information within seemingly
harmless media, whereas steganalysis is dedicated to detecting
and revealing these concealed messages [81]. Steganalysis
is essential across multiple fields, serving to extract stego-
messages, detect hidden suspicious content, and assess the
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TABLE II: Speech and Music Steganography Comparison

Aspect Speech Music

Amplitude 20 dB- 110 dB 30 dB- 120 dB

Frequency Range | human vocal range | HAS range 200 Hz-
300 Hz-3400 Hz 2000 Hz

Redundancy High redundancy Lower redundancy

Content Pattern Unexpected notion Repetitive music

notes

Data Capacity Higher Lower

Transparency more sensitive to dis- | less sensitive to dis-
tortion tortion

Detection and | More robust against | More susceptible to

Robustness detection detection

robustness of current steganography techniques.Stego-analysis
is categorized into two types [82]: targeted stego-analysis,
which applies to known steganography techniques, and uni-
versal stego-analysis, which addresses unknown techniques.
Universal stego-analysis can further be divided into blind and
un-blind methods. Stego-analysis can be classified based on
the tools and methods used into two categories: signal pro-
cessing and deep learning. Audio transformation coefficients,
including DCT, DWT, and the Goertzel algorithm, can estimate
the presence of hidden information[83], while deep learning
tools, such as Support Vector Machines (SVMs), are used to
detect secret messages [84].

E. Multi-Level Audio Steganography

Al-Najjar was the first to introduce the concept of multi-
level steganography (MLS), utilizing images as cover media
[85]. MLS leverages an upper-level steganographic technique
as a carrier to develop and integrate subordinate, lower-level
methods, creating a hierarchical framework that combines
multiple techniques. MLS is employed to enhance key stegano-
graphic parameters, including capacity, transparency, and ro-
bustness, while making the embedding process more adaptive.
MLS can be dynamically implemented through hybrid multi-
steganography techniques, such as multi-level Least Signifi-
cant Bit (LSB) methods, to maximize data capacity [86]. Alter-
natively, it can combine various steganography types, offering
users the flexibility to select their preferred multimedia cover
for concealing the real content [87]. The challenges of MLS
include balancing trade-offs between steganographic features
and managing the increased complexity compared to single-
layer techniques. The method proposed by [88] addresses the
balance between capacity and security by integrating Least
Significant Bit (LSB) and Phase Coding techniques within a
multi-layered framework.

F. Application Requirements

Implementing steganography requires several critical ele-
ments for security and efficiency. Audio steganography de-
pends on the cover audio’s characteristics, such as file size,
sample rate, and sampling frequency. The cover size must be
large enough to conceal secret data without causing distortion.
Audio is digitized through samples (e.g., 8-bit, 16-bit, 24-bit),
where bit depth impacts the quality of the digital waveform
[89]. The sample rate (FS), measured in Hertz (Hz), indicates
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how many samples are captured per second and must be at
least twice the highest frequency in the audio signal to prevent
aliasing, as per the Shannon sampling theorem [90]. Both
sampling and sample rate directly proportional to payload
capacity and imperceptibility. Sophisticated systems select
cover audio based on characteristics suited to the hidden
data. Requirements also vary by embedding techniques, which
may have specific conditions regarding the cover medium
characteristics. To protect sensitive data, encryption is applied
before steganography for added security. It’s also essential that
the chosen methods maintain a balance between security and
imperceptibility to effectively conceal the embedded informa-
tion without compromising the quality of the carrier medium.

V. AUDIO STEGANOGRAPHY COMPARISON

Different representations or analyses of an audio signal
(audio domains) significantly influence the choice of steganog-
raphy methods. Each domain captures distinct characteristics
of the audio signal and presents specific strengths and weak-
nesses for steganography, as shown in TABLE (III). The spatial
domain is the simplest and has the lowest computational cost
compared to other domains, but it offers low confidentiality
for hidden data due to its higher detectability and vulner-
ability to destruction. TABLE (IV) compares the different
audio steganography techniques mentioned in the paper and
highlights their capabilities and limitations.

VI. AUDIO QUALITY METRICS

The performance of audio steganographic systems primarily
focuses on the quality of stego-audio, payload capacity, and
robustness. Among these, the quality of stego-audio is the
most critical factor, as poor quality could defeat the purpose
of steganography by arousing the observer’s suspicion. Stego-
audio quality can be assessed using both subjective and objec-
tive methods. Although the International Telecommunication
Union’s ITU-R BS.1387 standard outlines the principles and
characteristics of objective perceptual audio quality measure-
ment methods in general[59], section 6.2 focuses on com-
monly used objective audio quality metrics in steganographic
systems. On the other hand, subjective measurements involve
evaluating the audio based on individual human perception,
which can be more accurate in detecting subtle artifacts or
distortions that algorithms might miss. However, subjective
assessments are time-consuming and require the participation
of multiple individuals.

A. Subjective Listening Testing

Subjective audio quality evaluation measures have differ-
ent types of listening testing Mean Opinion Score (MOS),
Double-Blind Tests, and ABX Testing. Using the MOS listener
scale the quality of stego-audio is in the range(of 1(Bad)-
5(Exeleant)), meanwhile, in double-blind tests listeners give
feedback on the audio’s quality after listening to the original
and stego-audio and they do not know both. On the other
hand, ABX Testing Listeners compare two audio samples (A
and B) with a reference (X) to determine which one matches
the reference in quality.
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TABLE III: Audio Steganography Domains Comparison

Audio Domain Description

Strengths

Weaknesses Techniques

Spatial domain Embedding secret data into the audio by

modifying the audio’s sample values

Simple

High capacity
Low cost

LSB
Parity coding
Echo hiding

Low security
Low robustness

Transform domain Modifies the audio coefficients signal
through a transform formula

ing

High security
Robust against compression and filter-

DCT
DWT

Low capacity
High cost

Hide the secret data within the fre-
quency components of the audio file

Frequency domain

High transparency
High security
Robust against attacks

Low capacity
Complex

Phase coding
Tone insertion
Spread spectrum

Codec domain Embeding secret data into the compres- | Compatible with standard decoders Limited capacity Pre-codec
sion bit stream of audio file Resilient to compression attacks Quality degradation | Post-codec
Complex

B. Objective Measurements reconstructed signal.

1) MSE: Mean Squared Error (MSE) is used to quantify
the mathematical difference between the values of the original N
audio and the stego-audio, thereby determining the level of dis- = Dot (@i — pa) (yi — py) 9)
tortion introduced Equation(6). MSE ranges from O to 1, where N N

4 g Do (@i — pa)? D050 (Y — py)?

0 indicates no distortion, and 1 signifies significant distortion
in the stego-audio.The root-mean-squared error (RMSE) and
mean absolute error (MAE) are evaluations of MSE, with
RMSE being more suitable for normally distributed errors

[O1].
N

> (@i —a)°

i=1

1
MSE = —
N

(6)
where x; represents the original audio signal values, Z; rep-
resents the stego-audio values, and N is the total number of
samples in the audio signal.

2) SNR and PSNR: Signal-to-Noise Ratio (SNR) and Peak
Signal-to-Noise Ratio (PSNR) are metrics used to assess the
degradation of audio quality after modifying the original audio.
Both SNR and PSNR are calculated as the ratio between
the power of the original audio and the power of the noise
introduced by the modifications. These values are expressed
as percentages, where higher values indicate lower distortion
and better audio quality, while lower values indicate higher
distortion. PSNR is an extension of SNR that specifically
focuses on the peak error between the original and modified
audio. The ratio of the size between the secret message and
the host audio significantly affects both SNR and PSNR, as
some parts of the host audio remain unchanged compared to
the original[60]. Equations(7,8) are illustrate that the SNR and
PSNR depends on the signal and noise power. Methods for
pre-estimating PSNR in stego-audio are employed to facilitate
early evaluation of imperceptibility and reduce the trade-off
between imperceptibility and robustness [92], [93].

P@i nal
SNR = 10log;, ( g 1) (7
noise
MAX?
PSNR = 101 —
SNR = 1010g,, ( 1ax ) ®)

where

Fiignal 1s the power of the signal

Phoise 18 the power of the noise.

MAX is the maximum possible value of the signal

MSE is the mean squared error between the original and the
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where x; and y; are the samples of the original and stego-
audio, p, and p, are their mean values, and N is the total
number of samples.

3) SSIM: The Structural Similarity Index (SSIM) was orig-
inally developed to evaluate image quality [94], measuring
similarity based on luminance, contrast, and structure. It was
later extended to Multi-Scale SSIM for greater flexibility [95].
Classic SSIM has proven to be effective for audio quality
prediction [96], [97], and has been adapted for evaluating
audio quality as Audio-Visual SSIM (AVSSIM) and Audio-
Visual MS-SSIM (AVMSSSIM) [98]. Equation(10) illustrates
the mathematical comparison between an audio signal and
a reference signal using SSIM, evaluating aspects such as
loudness, frequency structure, and amplitude variations for
each audio frame. SSIM values range from -1 to 1, where 1 in-
dicates perfect similarity, 0 denotes no similarity, and negative
values signify significant differences or phase inversion.

2ttty + C1) (204, + C2)
(2 + 122 + Cr)(o2 + 02 + Co)

SSIM(z,y) = (10)
where = and y are original and stego-audio segment
respectively, fiypt, are the mean values of the seg-
ments, afc and 05 are the variances of the segments, o,
is the covariance between them, and C; and C5 are small
constants.

4) PEAQ: The Perceptual Evaluation of Audio Quality
(PEAQ) was employed to assess the quality of received
audio in [99] and has been standardized by the International
Telecommunication Union (ITU) [100]. PEAQ is an advanced
objective method that simulates the human auditory system to
predict perceived audio quality. It uses a complex psychoa-
coustic model to compare original and cover audio, producing
a score known as the Objective Difference Grade (ODG,
Equation 10), which ranges from -4 (very annoying) to 0
(imperceptible difference).

ODG = f (Features(zorig) — Features(2proc))  (11)
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TABLE IV: Comparison of Audio Steganography Techniques.

Ref Year | Technique Methodology Capabilities Limitations
[25] 2021 LSB Reducing the hamming distance | Introduces fewer modifications to | Limited resistance to all Attacks
between the original and modified | the original audio signal Limited scalability for real-time
signals of the Quantization Index | Balance between security and ro- | applications due to complexity.
Modulation (QIM) bustness
[26] 2020 | LSB The K-means clustering algorithm | Enhancing robustness and imper- | Limited testing with varied speech
is used to group the audio signal | ceptibility types
data into clusters, select the loca- | Adaptive method Vulnerability to advanced attacks
tion of hiding secret data High embedding capacity
[27] 2015 | Parity coding Combines spatial and frequency | Better balance between robustness | High computational complexity
techniques to improve the perfor- | and transparency Audio quality degradation
mance of data hiding High robustness against noise ad-
dition, compression, and filtering
High capacity
[29] 1996 | Echo hiding Hides information in an audio sig- | High imperceptibility Sensitivity to echo parameters
nal by adding echoes to the sound | Satisfied degree of robustness Limited Capacity
[32] 2024 | DCT Used LSB to embed secret data | Enhancing security Complex implementation
into the DCT coefficient of audio | High imperceptibility Limited capacity
signal
[40] 2021 | DWT Manipulate Wavelet transform to | High imperceptibilities Complex implementation
hide secret data Flexible in hiding capacity Vulnerability to advanced detection
Comprehensive evaluation methods
[42] 2004 | Phase coding Manipulate phase of the audio sig- | High imperceptibility Complex implementation
nal with the secret data after imple- | Robustness against compression | Limited Data Capacity
ment Fourier transformation to the | and filtering
audio
[44] 2004 | Tone insertion generated tones belong to the secret | High Imperceptibility Limited capacity
message (tone for every bit) and | High robustness Complexity of implementation
insert it in the cover audio with | Flexible application
scaled power
[45] 2017 | Tone insertion generate tone for every 2 bits of the | High imperceptibility Implementation complexity
secret message and insert it in the | Increase capacity
cover audio with scaled power
[49] 2019 | Spread spectrum The authors introduce optimization | Enhanced security by spreading | Complex implementation
strategies that balance capacity, ro- | hidden data over a wide frequency | Potential for reduced capacity
bustness, and security using spread | range
spectrum Chaos theory complicates detection
for attackers
[51] 2022 | Pre-codec Utilizes LSP interpolation to | High capacity Codec specificity (G.723.1) not
achieve high embedding capacity | Improves the robustness commonly used
in speech signals specifically for | Balance between security and ca- | Implementation complexity
the G.723.1 codec based on (CNN) | pacity
[52] 2022 | Post-codec replacing the least significant bits | Simple and effective cause of LSB | Limited capacity
of audio samples with hidden data | High imperceptibility Susceptible to detection
Ease of implementation
[1] 2018 | Advance method Utilizes fractal coding in combina- | High capacity cause of fractal cod- | Complex implementation
tion with chaotic maps to encode | ing Sensitivity to audio quality
data in the temporal domain Enhancing security cause of ran-
domness of chaotic maps
[64] 2023 | Advance method Leverages a multi-objective evolu- | Optimized cover selection through | Complexity implementation
tionary algorithm that selects an | multi-objective evolutionary algo- | Dependence on input data quality
optimal cover audio based on spe- | rithm (MOEA) Potential computational overhead
cific fitness functions Improved performance metrics
Robustness against attacks
[65] 2019 | Advance method Implements GANS to generate real- | High-quality Complex implementation
istic steganographic audio by learn- | imperceptible cause of the capabil- | Extensive training data for effective
ing the distribution of natural audio | ities of GANs GAN performance is rarely avail-
signals Adaptability to various types of au- | able
dio signals

where z., is the original audio signal, Tpr is stego-audio
signal, and the function f represents the psychoacoustic model
used to compute the difference between the two signals’
perceptual features.

5) Correlation Coefficient: The Correlation Coefficient
evaluates audio quality by comparing the test audio with a
reference audio. It relies on statistical relationships between
the two audio signals and provides a measure of similarity.
The result is scaled in the range of -1 to 1: 1 indicates
perfect positive correlation in terms of shape and timing, O
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denotes no correlation, and -1 means the audio signal is a
mirror image of the reference. This method also assesses
temporal and cross-correlation to cover specific aspects of
the audio signals. Equation(9) describes the calculation of the
Correlation Coefficient.

VII. CONCLUSION

This paper has offered a comprehensive review of audio
steganography techniques, analyzing their strengths and lim-
itations, and exploring how researchers have tackled these
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challenges. It also highlights emerging issues, such as the
development of more advanced hiding methods and the need
for real-time steganography. Furthermore, the comparison of
various audio steganography domains and techniques revealed
important distinctions in their performance. Both subjective
and objective audio quality metrics are crucial in evaluating
the effectiveness of steganographic systems, ensuring that hid-
den data remains undetectable while maintaining high audio
quality.

As the field evolves, addressing these challenges with in-
novative solutions is essential. Future research should focus
on improving real-time steganography capabilities, bolster-
ing resistance to steganalysis, and refining quality metrics
to achieve an optimal balance between security and audio
imperceptibility.
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